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TECHNICAL INFORMATION



EdgeBoX Managed Serv�ce Secur�ty Prov�der NAC
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The EdgeBoX �s the f�rst MSSP network access control approach that prov�des granular control
over who has access to your network and what they can do once they're connected. Th�s solut�on
�s des�gned for Managed Secur�ty Serv�ce Prov�ders (MSSPs) who need to secure the�r customers'
networks and prov�de compl�ance report�ng.

Overv�ew



EDGEBOX CAPABILITIES
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Server Management
a. Shutdown
b. Reboot
c. Network Sett�ngs
d. NTP Management
e. EdgeBoX System Upgrade
f. EdgeBoX Doma�n Controller Jo�n
g. EdgeBoX API Integrat�on
h. EdgeBoX-to-Console Sett�ngs
I. EdgeBoX L�cense Sett�ngs
j. EdgeBoX Serv�ce Statements
k. EdgeBoX F�le Management

EdgeBoX Management
EdgeBoX Management

1. Local Adm�n User Database
2. LDAP/Act�ve D�rectory User Access Capab�l�ty
3. Role-Based Access
4. NTP Support
5. Local F�rewall
6. EdgeBoX-to-Console-to-EdgeBoX VPN Access
7. Mult�-Tenant Management Support
8. Event Log Support
9. Syslog Support (External Log Server)
10. SMTP Gateway Integrat�on
11. SMS Gateway Integrat�on
12. Custom�zable Language Pack
13. Upgrade, Downgrade, Shutdown and Reboot Server
14. API Integrat�on

a. Authent�cat�on Serv�ce Regulat�on
b. Author�zat�on Serv�ce Regulat�on
c. Account�ng Serv�ce Regulat�on
d. Network S�ngle-S�gn-On
e. Template Serv�ce Subm�ss�on
f. Local Authent�cat�on Source Sett�ngs
g. Use of Role and Group Arch�tecture
h. Rad�us Attr�bute Support for Mult�-
Vendors (vendor agnost�c)

EdgeBoX Auth Management



a.Global Sett�ngs
b.Serv�ce Sett�ngs
c.Command Sett�ngs
d.Author�zat�on Sett�ngs

EdgeBoX Tacacs+ Management

a. Guest User Management
b. Guest Serv�ces Management
c. Template Management
d. Guest S�te Style Management
e. Guest Form Management
f. User Agreement Management

EdgeBoX Hotspot Management

a.Agent or Agentless EPP Management
b.Dev�ce Network D�scovery Management
c.L�m�ted Dev�ce Management
d.API Integrat�on
e.Health Check Conf�gurat�on (MAC, L�nux, W�ndows)
f.Reged�t Control
g.Ant�v�rus Control
h.Doma�n Control
�.Appl�cat�on Control
j.Custom�zable Agentless Command Control
k.User Dev�ce Force Sett�ngs 
l. Appl�cat�on Install/Un�nstall Feature Conf�gurat�on

EdgeBoX Endpo�nt Protector Management

 a. Endpo�nt Record�ng System
 b. EdgeBoX System Logs (Edge Dev�ce Logs)
 c. System Logs
 d. Reg�strat�on Red�rect System
 e. Authent�cat�on Records
 f. Account�ng Records
 g. Hotspot / Guest Records
 h. Event Logs for EdgeBox and Console

EdgeBoX Logs and Reports System



HARDWARE REQUIREMENTS

8 GB Memory
8 vCPU 
1 Gbps Ethernet
200 GB HDD (IOP rat�ng for a 40-60 read/wr�te 350)
1 Stat�c IP Address 

EdgeBoX Console
1-100 EdgeBoX Management

16 GB Memory
12 vCPU 
1 Gbps Ethernet
200 GB HDD (IOP rat�ng for a 40-60 read/wr�te 350)
1 Stat�c IP Address 

100-1000 EdgeBoX Management

32 GB Memory
24 vCPU 
10 Gbps Ethernet
1 TB HDD (SSD)
1 Stat�c IP Address 

1000-5000 EdgeBoX Management

EdgeBoX 

2 GB Memory
1 vCPU 
1 Gbps Ethernet
50 GB HDD (IOP rat�ng for a 40-60 read/wr�te 350 )
1 Stat�c IP Address 

1-100 Cl�ent

4 GB Memory
4 vCPU 
1 Gbps Ethernet
50 GB HDD (IOP rat�ng for a 40-60 read/wr�te 350 )
1 Stat�c IP Address 

100-2500 Cl�ent

8 GB Memory
8 vCPU 
10 Gbps Ethernet
200 GB HDD (IOP rat�ng for a 40-60 read/wr�te 350 )
1 Stat�c IP Address 

2500-5000 Cl�ent



FIREWALL REQUIREMENTS

Perm�t all 

EdgeBoX Console
To Outs�de

EdgeBoX

To Inbound Traff�c
TCP 443
TCP 80
UDP/TCP 4500
UDP/TCP 500

Perm�t all 
To Outs�de

To Inbound Traff�c (Internet)
UDP/TCP 4500
UDP/TCP 500

To Inbound Traff�c (Local Network)
TCP 8443
TCP 21
UDP 69
TCP 22
DHCP
DNS
ICMP
TCP/UDP 1812
TCP/UDP 1813
TCP/UDP 3799
TCP/UDP SNMP (161,162,163)


